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WHAT IS OSINT

OSINT METHODE

TGDICS INTELLIGENCE CYCLE

HUMINT

CASE

TOOLS OSINT
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ROLE QF QSINT

< JOURNALISM

< NATIONAL DEFENSE

% GENERAL



WHERE IS DRTH COME FROM

& INTERNET (PUBLICATION, NEWS, FORUM AND DATASET)

« SOCIAL MEDIA

% GIS (GEOGRAPHIC INFORMATION SYSTEM)




CLHRLLENGE IN QSINT

% TO MANY INFORMATION AND UPDATES QUICKLY

< DISINFO AND PROPAGANDA AND DEEPFAKE

« ACCURAY AND VALIDATE DATA




ETHIC IN QSINT

&% LEGALITY AND LAW [APPLICABLE WITHIN INTERNATIONAL LAW]

% DATA ACCURACY AND TRANSPARENCY

% MISUSE OF AUTHORITY
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METHODE OF *
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PLANNING R DATA COLLECTION
AND ENRICHMENT

DATA BROKER,

DORKING, METADATA
SCRAPPING

HOLW O=IMHT DAaTH
oRE I TEAT IRTEE ) PROCESSIMG
INTELL_ISEMNCE

CATEGORY DATA
ANALYSIS ¢ DATA CORELATION

SENTIMENT VERIFY DATA REPORT AND
ANALYSIS ARCHIVE




JIEYHE INTEL ERESE

J Jeyat_:&!?—?_ls__l:sT-Gheat- Q, Search... Ctrl K
& Welcome INTELLIGENCE BASE © Copy v

% Intelligence Base & Knowledge Base

OSINT RESOURCES

©@ OSINT Resources

INTELLIGENCE BASE OSINT and Other Category (Inte“igence BaSE)

% Home

= & Knowledge Base

% All About Doxing Open Source Intelligence. In point one, OSINT search and Collection of information
through open sources or the public internet. In contrast to intelligence obtained through

All About OSINT Matters

58 Things in OSINT secret methods or hidden, OSINT utilizes information available to general.

“1"" All About SIGINT Signal Intelligence 2. MASINT

"A' Cell Investigations ) ) ) )
Signature Measurement and Intelligence focuses on collection and analysis of data from

®© Geospatial Intelligence various forms of temperature measurements and changes or climate. In contrast to
NSINT Collection the D intelligence which is based on visual reconnaissance or communications, MASINT relies

on technology to detect and analyzing signals that cannot be detected directly by human
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_YCLE OF
INTELLIGEMCE

PLANNING

WIRETAPING AND
MONITORING

DATA COLLECTION
AND ENRICHMENT

CSINT, HUMINT,

COLLABORATION

SIGINT & ETC

HRHALY=I=

DATA CORELATION

CIA
(Confidentiality,,
Integrity,, Availability)

ANONYMITY &
REPEAT
TECHNIQUE

REPORT AND
EVIDENCE

DATA CATEGORY

EVALUATION




¢+ ® 49

HUMINT
FRRMEWOREK




E-HMELE HUMINT METHQDE



https://www.insurgent.ca/p/decoding-mice

WHRT IS MICE




WHRT IS RRSCLES

RECIPROCATION ' AUTHORITY

COMMITMENT &

SLARCLTY CONSISTENCY

L IKING SOCIAL PROOF
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E-HMRPLE CHSE AND RELEVYRNCE

<% INSIDER THREAT E.G EGO, STATUS, SELF-INTEREST

# SOCIAL ENGINEERING E.G AFFILIATION + REWARD

# BLACKMAIL CASE E.G COERCION
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DSINT TOOU LIST
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{> Code

Jieyab89 / OSINT-Cheat-sheet

(*) Issues  §% Pullrequests §J) Discussions

€. OSINT-Cheat-sheet Public

¥ main - F Branches §) Tags

O O o BB BB

Jieyab-Presentation-Archive

Script

Web-Based

e

wiki

README.md

awesome-article.md

contribution.md

() Actions [ Projects [J Wiki

Q, Type[/]to search

(@) Security |~ Insights 8 Settings

ﬁ Pin & Watch

T

1) 725 Commits

% Fork 231 - W Starred 15k -

About fo1

OSINT cheat sheet, list OSINT tools, wiki,
dataset, article, book , red team OSINT for
hackers and OSINT tips and OSINT
branch. This repository will grow every
time will research, there is a research,
science and technology, tutorial. Please
use it wisely.

& jieyab89.github.io/OSINT-Cheat-sheet/W...

science education osint tools
wiki scraping hacking journalism
cheatsheet cybersecurity datasets
information-security red-team
information-gathering reconnaissance

socmint osint-tool imint masint
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